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Abstract

This study aims to analyze the role of risk management in strengthening the effectiveness of Internal
Control over Financial Reporting (ICoFR) and examine its implications for improving corporate
sustainability. The increasing complexity of today's business environment requires organizations to
move beyond profit-seeking and ensure long-term continuity through accountable governance. A
Systematic Literature Review (SLR) approach was employed by synthesizing 10 selected articles from
Scopus, Web of Science, and Google Scholar, published between 2021 and 2025. The synthesis
reveals that structured risk management serves as the primary foundation for reliable ICoFR,
supported by an ethical organizational culture and adequate technology adoption. Effective ICoFR
subsequently contributes positively to corporate sustainability achievement. Furthermore, ICoFR
performs a strategic mediating function within the causal chain connecting risk management and
long-term sustainability objectives. These findings affirm that the three elements are not isolated
entities but mutually reinforce one another in building robust, sustainability-oriented corporate
governance.

Keywords: : Risk management, Internal Control over Financial Reporting, Sustainability,
Corporate Governance, Enterprise Risk Management

INTRODUCTION

In an increasingly complex and uncertain business era, organizations are required to not
only be oriented to profitability, but also to ensure long-term sustainability or Sustainability which
includes economic, social, and environmental dimensions. Pressure from various stakeholders
(Stakeholders) encourages companies to integrate a strong internal control system with a
comprehensive risk management framework. One of the critical elements in internal control is
Internal Control over Financial Reporting (ICoFR), which is a series of processes designed to
provide sufficient confidence in the reliability of financial reporting. The failure in ICoFR proved to
be directly correlated with a global corporate financial scandal that undermined public trust and
threatened Sustainability Organization (Ganishti et al., 2025).

Risk management as a discipline and managerial practice has undergone significant
transformation, especially since the publication of the framework Enterprise Risk Management
(ERM) by the Committee of Sponsoring Organizations of the Treadway Commission (COSO).
Effective implementation of ERM enables organizations to systematically identify, assess, and
respond to a wide range of risks, including risks that have the potential to disrupt the integrity of
financial reporting. Recent studies have shown that companies that adopt ERM across the board
have higher levels of ICoFR compliance than companies that only partially implement risk
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management. This confirms that the two elements are not independent entities, but complement
each other in forming Governance sturdy (Kafidipe et al., 2021; Primec & Belak, 2022).

The link between ICoFR and sustainability is increasingly receiving serious attention in the
contemporary accounting and management literature. The reliability of financial statements
guaranteed through effective ICoFR is the foundation for transparent and accountable

Environmental, Social, and Governance (ESG) disclosure. Institutional investors and
regulators are now demanding that companies prove that their internal controls not only cover
financial aspects, but also capture and report non-financial risks related to sustainability issues.
Without proper integration between internal control systems and sustainability strategies,
companies are vulnerable to greenwashing and reporting failures that can drastically lower the
company's value (Li et al., 2023; Velte, 2022).

At the implementation level, there is a gap (Gap) significant link between risk management
policies formulated at the strategic level and ICoFR's operational practices on the ground,
particularly in developing countries. This condition is exacerbated by limited capacity Internal
Auditor, a weak risk culture (Risk Culture) organization, and the lack of integration of technology
in the control monitoring process. Empirical research shows that the quality of the audit
committee and the independence of the board of commissioners play a role as moderation
variables that strengthen the relationship between risk management and the effectiveness of
ICoFR, thereby indirectly contributing to the achievement of the company's sustainability goals
(Settembre-Blundo et al., 2021; Wu & Jin, 2022).

Novelty This research lies in an integrative approach that explicitly maps the causality
pathway from risk management to ICoFR effectiveness, then links it to practical implications for
Sustainability company, a chain of relationships that has not been studied simultaneously in the
context of the Indonesian capital market. This research is expected to make a theoretical
contribution in enriching resource-based view and agency theory (Agency Theory) within the
framework of corporate governance, while offering practical recommendations for management,
regulators and stakeholders in designing a control system that is oriented towards long-term
sustainability (Hoyt & Liebenberg, 2022; Wang & Liang, 2025).

Based on the background that has been described, this study identifies theoretical and
empirical gaps regarding how risk management contributes to the effectiveness of Internal
Control over Financial Reporting (ICoFR) and its implications in improving company sustainability.
Specifically, this study formulates the following questions: (1) What is the role of risk
management in strengthening the effectiveness of ICoFR in companies? (2) How does the
effectiveness of ICoFR affect the company's sustainability achievement ? (3) Does risk
management directly or indirectly through ICoFR have significant implications for the company's
sustainability? This study aims to analyze and empirically test the role of risk management in
strengthening the effectiveness of ICoFR and examine its implications for improving company
sustainability. In more detail, this study aims to: (1) Analyze the effect of risk management
implementation on the effectiveness of ICoFR; (2) Examine the influence of the effectiveness of
ICoFR on the company's sustainability; and (3) Identify the role of ICoFR as a mediating variable in
the relationship between risk management and sustainability.

This research is expected to provide dual benefits, both theoretically and practically. From a
theoretical perspective, this research enriches the accounting and management literature by
presenting an integrative framework that connects risk management, ICoFR, and sustainability in
a complete conceptual model, while expanding the application of agency theory and stakeholder
theory in the context of corporate governance in Indonesia. From a practical perspective, the
findings of this study can be a reference for company management in designing internal control
policies that are more responsive to sustainability risks, as well as providing guidance for
regulators such as the Financial Services Authority (OJK) in updating sustainability-oriented
reporting and governance supervision standards.
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RESEARCHMETHODS

This study uses the Systematic Literature Review (SLR) as the primary method of collecting,
evaluating, and synthesizing relevant scientific evidence in a systematic and structured manner. In
contrast to conventional literature reviews, SLR applies explicit search protocols and strict
inclusion-exclusion criteria so as to minimize selection bias in the source collection process. This
approach was chosen because it is able to comprehensively integrate findings from various
empirical studies to build a deeper understanding of the relationship between risk management,
ICoFR, and Sustainability (Snyder, 2023; Tranfield et al., 2022).

The literature identification process is carried out through searching reputable scientific
databases, including Scopus, Web of Science, and Google Scholar, by using a combination of
keywords such as "Risk management", "Internal control over financial reporting", "ICoFR",
"Sustainability", and "Enterprise Risk Management". And "risk management", "internal control
over financial reporting", "ICoFR", "sustainability", and "corporate risk management". The
publication range is limited from 2021 to 2025 to ensure relevance and up-to-date findings. The
inclusion criteria include articles published in journals Peer-reviewed, speak English and
Indonesian, and focus on the topics of governance, internal control, and corporate sustainability.
On the other hand, articles in the form of opinions, editorials, or proceedings that do not go
through the process Blind Review excluded from analysis (Paul & Criado, 2020; Xiao & Watson,
2021). After a thorough feasibility assessment of the full text, after it is eligible for synthesis. Data
are systematically extracted using a synthesis matrix that includes research variables,
methodologies, industry contexts, and key findings. The analysis was carried out thematically to
identify patterns, consistency, and gaps in the existing literature related to the role of risk
management on the effectiveness of ICoFR and its implications on Sustainability (Page et al.,
2021).

RESULTS AND DISCUSSION

RESULTS
Literature Selection Results

The literature search process is carried out systematically through the Scopus database,
Web of Science, and Google Scholar using a combination of relevant keywords. Of the total 42
articles identified in the initial stage, screening was carried out based on the relevance of the title
and abstract resulting in 28 candidate articles. After the full-text feasibility assessment was
applied, as many as 10 articles finally met the inclusion criteria and were used as synthesis
sources in this study. The ten articles cover the publication range from 2021 to 2025 with a variety
of research methods including Structural Equation Modeling (SEM), PLS-SEM, case studies, to
algorithmic approaches based on artificial intelligence.
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Figure 1. Systematic Literature Review (SLR) Literature Selection Flowchart

The literature selection flowchart describes the identification process (n=42), screening of
titles and abstracts (n=28), assessment of the feasibility of complete texts (n=18), and synthesized
articles (n=10) based on the inclusion and exclusion criteria that have been set.
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The synthesis table includes 10 selected articles that contain information regarding the
author's name, year of publication, research title, method used, sample size, key findings, and
relevance to the topics of risk management, ICoFR, and corporate sustainability.

DISCUSSION
The Role of Risk Management in Strengthening the Effectiveness of ICoFR

Findings from various studies that are synthesized consistently show that risk management
has a central role in shaping and strengthening effectiveness Internal Control over Financial
Reporting (ICoFR). Structured risk management not only serves as a protector of an organization's
assets, but also serves as a foundation for the creation of a reliable internal control system that is
responsive to the dynamics of the ever-changing business environment. The corporate
governance structure, especially the composition of the board of directors, has been shown to
have a significant effect on financial performance through risk management as an intervening
variable, which suggests that without an adequate risk management foundation, the effectiveness
of internal control over financial reporting will be difficult to achieve optimally (Hamid &
Purbawangsa, 2022). The highest supervisory organ of the company needs accurate and timely
risk information in order to design an internal control mechanism that is truly able to maintain the
integrity of financial reporting.

Systematic management of financial risk using an algorithm-based early warning model
Rough Set proven to be able to significantly improve the accuracy of risk classification, thereby in
turn strengthening the capacity of internal controls in producing reliable financial statements free
from material distortions (Qi et al., 2021). The integration between data-driven risk management
and ICoFR mechanisms is becoming increasingly inseparable, especially when internal control
systems moderated by information technology are proven to be able to detect and prevent fraud,
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errors, and inefficiencies more effectively than conventional systems (Gyamerah et al., 2024).
Activities Monitoring which is a crucial component in ICoFR works much more optimally when
supported by adequate technological infrastructure and integrated with the organization's risk
management framework.

The cultural dimension of the organization also plays a role that cannot be ignored in this
context. An ethical organizational culture, combined with an effective internal control system and
good corporate governance, together have a positive and significant effect on organizational
compliance, with the internal control system recorded as the most dominant variable in
encouraging such compliance behavior (Musah et al., 2025). This makes it clear that the
effectiveness of ICoFR is not solely determined by the completeness of formal procedures, but
also by the extent to which the values of integrity and accountability are deeply embedded in the
organizational culture that supports the consistent and sustainable implementation of risk
management.

The Effect of ICoFR Effectiveness on Company Sustainability
The relationship between the effectiveness of ICoFR and Sustainability The company is

clearly illustrated from the various findings that have been synthesized in this study. Companies
that successfully build a strong internal control system tend to have a stronger foundation in
executing a long-term sustainability strategy. The company's readiness to implement
Sustainability Risk Management (SRM) is significantly influenced by top management support,
clarity of sustainability strategies, and applicable regulatory pressures, so effective ICoFR can only
have a real impact on Sustainability if there is a strong institutional commitment from the
strategic to operational level (Razak et al., 2024). Without synergy between internal control and
sustainability commitment at all levels of the organization, efforts to achieve Sustainability The
real thing will remain just a discourse.

Environmental innovations born from manufacturing companies' sustainability strategies
have been shown to contribute significantly to risk reduction, value creation, and cost efficiency
simultaneously, demonstrating that Sustainability not only a regulatory obligation but also a
source of competitive advantage that can be optimized through risk management that is
integrated with internal controls (Hermundsdottir & Aspelund, 2022). This perspective is further
reinforced by empirical evidence showing that companies that only react reactively to
environmental risks without building long-term strategic adaptations are proving to be more
vulnerable to operational disruptions that fundamentally threaten business continuity (Leitold et
al., 2021). The findings are a stark warning that ICoFRs that do not integrate a sustainability risk
perspective will lose their relevance as a comprehensive control instrument in a modern business
era fraught with uncertainty.

Furthermore, hierarchically organizing risks based on consequences and probabilities has
been proven to improve decision-making accuracy and support the sustainability of company
operations in a sustainable manner (Nguembi et al., 2023). This structured approach to risk
assessment is at the heart of an effective ICoFR, as any potential risks that may affect the integrity
of financial reporting and the continuity of operations are systematically identified, evaluated,
and responded to before they develop into larger threats.

The Role of ICoFR as a Mediation between Risk Management and Sustainability
A synthesis of the literature reveals that ICoFR has great potential to perform a strategic

mediation function in the chain of relationship between risk management and Sustainability
company. Integrations Internet of Things (IoT) in practice Environmental, Social, and Governance
(ESG) has been proven to be able to strengthen risk management systems through predictive
analytics and early warning systems, ultimately driving more accurate and supportive data-driven
decision-making outcomes Competitive sustainability (Hsieh, 2024). Technology is a bridge that
effectively brings together risk management and internal controls, while expanding the scope of
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ICoFR to include non-financial dimensions that are increasingly relevant to the global
sustainability agenda.

Models Supply Chain Risk Management (SCRM) based on artificial intelligence has been
proven to improve organizational resilience, improve risk identification, and drive sustainable
growth, confirming that when risk management is carried out integratively with the support of
adequate technology and control systems, ICoFR transforms from a mere compliance tool to a
strategic instrument (Aljabhan, 2023). The transformation of ICoFR's role is very significant
because it positions internal control not only as a guardian of the integrity of financial statements,
but also as an active driver of achieving goals Sustainability that is more extensive. Overall, the
findings of the entire synthesized literature confirm that risk management, ICoFR, and
Sustainability are three elements that are interconnected and mutually reinforcing in forming
solid, accountable, and true long-term sustainability-oriented corporate governance.

CONCLUSION

This research has succeeded in proving that risk management has a very crucial role in
strengthening the effectiveness of Internal Control over Financial Reporting (ICoFR), which
ultimately has positive implications for the achievement of corporate sustainability. The
implementation of structured risk management has proven to be the main foundation for the
creation of a reliable internal control system, supported by an ethical organizational culture and
adequate technology adoption. Furthermore, effective ICoFR has proven to be able to carry out
the strategic mediation function in linking risk management with the company's overall long-term
sustainability goals.

Based on the findings that have been outlined, companies are advised to integrate the
Enterprise Risk Management (ERM) framework as a whole into their internal control systems,
rather than simply fulfilling regulatory obligations. Top management needs to build a real
commitment to a strong risk culture at all levels of the organization. In addition, the adoption of
technologies such as the Internet of Things (IoT) and artificial intelligence needs to be prioritized
to increase the capacity of real-time risk monitoring and detection, so that ICoFR can develop into
a strategic instrument that truly promotes the sustainability of the company.
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