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Abstract

The global banking industry faces significant challenges related to transaction security and the
increasing risk of fraud and data theft. This study aims to analyze the role of the Internet of Things (loT)
and blockchain in reducing fraud risk within the banking industry in Purwokerto, utilizing the Triangle
of Fraud perspective encompassing pressure, opportunity, and rationalization. Employing a quantitative
approach with a survey method, data was collected from operational employees and system operators
across five banks in Purwokerto exploring or implementing loT and blockchain technology, with
purposive sampling. This research is grounded in the Technology Acceptance Model (TAM). The findings
are expected to demonstrate how loT enhances transaction security and personalized services, while
blockchain contributes to real-time transactions, transparency, smart contracts, and secure identity
management, thereby optimizing fraud prevention. This study provides theoretical contributions to
financial technology development and practical guidance for banking institutions in developing effective
fraud and data theft prevention strategies.
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INTRODUCTION

The modern banking industry continues to face significant challenges related to transaction
security and the increasing risk of fraud and data theft. In this digital era, the complexity of financial
crimes is growing, requiring financial institutions to continue to innovate in their security systems.
The latest data from the (Association of Certified Fraud Examiners (ACFE), 2024) specifically shows
that the financial sector is the industry with the highest fraud cases, recording 305 cases,
underscoring the urgency of mitigating this risk in order to maintain customer trust and the stability
of the financial system.
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This study aims to analyze in depth the role of Internet of Things (loT) and blockchain
technologies in an effort to reduce the risk of fraud in the banking industry located in Purwokerto.
This analysis uses a comprehensive perspective from the Triangle of Fraud, a framework that
identifies pressure, opportunity, and rationalization as factors driving fraud (Cressey, 1953), and is
supported by the Technology Acceptance Model (TAM) to understand technology adoption (Davis,
1989). The novelty of this study explicitly lies in the integrated investigation between two advanced
technologies, loT and blockchain, in analyzing the risk of fraud in the specific Purwokerto banking
context, which has not been widely studied simultaneously within the framework.

This research is expected to provide significant contributions, both theoretically and
practically. Theoretically, this research will enrich the existing literature in the field of financial
technology and fraud risk management, especially regarding the implementation and impact of loT
and blockchain in the banking context (Rantung et al., 2024). This can be a reference for further
research that wants to explore similar topics. Practically, the results of this study will offer concrete
guidance and suggestions for banking institutions to develop more effective fraud and data theft
prevention strategies, through optimizing the use of loT and blockchain technology (Adeyemo &
Obafemi, 2024).

In general, this study is expected to show how loT plays a role in facilitating ease of
transactions, increasing security through biometric systems and Know Your Customer (KYC), and
enabling more personalized services (Talib & Salman, 2022). Meanwhile, blockchain is expected to
contribute to real-time transactions, data transparency, smart contract implementation, and secure
identity management (Najibulloh & Rahmalia, 2024). The implication, based on the expected results,
is practical advice for banks to strategically integrate loT to improve security layers and efficiency,
and implement blockchain with a focus on operational transparency and strong data authentication,
while still paying attention to the Triangle of Fraud factors for comprehensive risk mitigation (Erari
et al., 2024).

LITERATURE REVIEW AND HYPOTHESIS FORMULATION

A. Triangle of Fraud Theory

Triangle of Fraud is a theoretical model developed by Cressey (1953) to explain the
phenomenon of fraud. This model identifies three main elements that are generally present when
someone commits fraud: Pressure, Opportunity, and Rationalization. Pressure refers to the
motivating factors that compel an individual to commit fraud, such as urgent financial needs,
unrealistic performance targets, or personal problems. These pressures can be internal or external,
which push an individual to exceed their moral boundaries. Opportunity refers to conditions or
situations that allow an individual to commit fraud without detection or with low risk (Cressey, 1953).

This often arises from weaknesses in internal controls, lack of supervision, the absence of
effective audits, or a lack of training and risk awareness among employees. The greater the
opportunity, the more likely someone is to commit fraud (Cressey, 1953). Finally, Rationalization is
the mental process by which individuals justify their fraudulent actions, thereby reducing feelings of
guilt or ethical violations. Rationalization can take the form of believing that they are “just borrowing”
or that the company “owes” them, being the final step that allows someone to exceed their moral
boundaries (Cressey, 1953).

B. Technology Acceptance Model (TAM) Theory

Technology Acceptance Model (TAM), introduced by (Davis, 1989) as an adaptation of Theory
of Reasoned Action (TRA) by (Ajzen & Fishbein, 1975), is a predictive theory regarding the acceptance
and use of the latest information technology by individuals or entities (Syahronny & Dewayanto,
2024). Its main objective is to explain the adoption of accounting information technology by
analyzing the relationship between perceived usefulness and ease of use on user adoption
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intentions. TAM consists of four main determinants: perceived ease of use, perceived usefulness,
behavioral intention to use, and actual system usage (Davis, 1989).

Perceived ease refers to the belief that technology is easy to use (Syahronny & Dewayanto,
2024), relevant to loT which ensures data integrity, energy efficiency (Ramadhani et al., n.d.), and
operational improvements such as smart ATMs (Siti Epa Hardiyanti, 2024). The perception of
usefulness is related to the value of technology in improving performance and productivity
(Syahronny & Dewayanto, 2024), as seen from transparency, transaction speed, blockchain data
security in the 10T ecosystem, the ability to reduce fraud, and strong data integration (Arwani &
Priyadi, 2024; Erari et al., 2024).

Attitudes to use reflect individual tendencies based on output and interest (Syahronny &
Dewayanto, 2024), supported by the ease of loT and the security and speed of blockchain
(Waloyandari & Tyas, 2024; Arwani & Priyadi, 2024; Siti Epa Hardiyanti, 2024). Interest in use, as
indicated by the number of users, indicates the success of the technology (Syahronny & Dewayanto,
2024), such as the example of BNI which uses loT and blockchain for trade finance and remittance
products, which has been proven to increase the number of customers and company profits (Bank
Negara Indonesia, 2018). Thus, TAM plays a vital role as a predictor of technology adoption and fraud
detection efforts, emphasizing the importance of technological innovations such as loT and
blockchain to improve services and security in the banking industry in reducing the risk of fraud
(Setianingsih et al., 2024).

C. Internet of Things (loT)

Internet of Things (loT) is defined as a set of connected systems capable of interacting in
collecting, sending, receiving, and securing data via the internet, making it widely used in everyday
life including in the business world (Adianto et al., 2024). In the financial sector, the application of
loT can provide warnings and suggestions in better financial planning through collaboration with
biometric sensors (Sebnem YASAR, n.d.).

The concept of loT in banking includes ease of transactions with loT-based payment protocols
(Wahaballa, 2022), increased security through biometric authentication/Face ID (Talib & Salman,
2022), financial risk management based on big data analysis, and smart ATMs with real-time data. In
addition, 10T enables the development of personalized customer services such as teller bots or Al-
based chatbots that understand consumer needs in real-time (Arief Mulyono, 2022), as well as
integration with smart contracts and algorithms for operational improvements, reduced transaction
costs, and automation of financial processes that support MSMEs (Wang, 2023). This study is
supported by previous studies from (Widianingsih et al., 2018; Arwani & Priyadi, 2024; (Waloyandari
& Tyas, 2024); (Petratos, 2024) which also stated that loT has a negative and significant effect on
fraud risk. Based on the explanation above, the following hypothesis can be concluded.

H1: Internet of Things has a negative effect on fraud risk in the banking industry.

D. Blokchain

Blockchain is a recorded public media system that allows all parties involved to see activities
in real time and secure from suspicious activities (Arwani & Priyadi, 2024). Its relationship with the
Technology Acceptance Model (TAM) can be seen from the benefits and ease of use it offers, where
maximum utilization of blockchain can encourage digital transformation, increase security, and
accountability, although it requires understanding from customers (Erari et al., 2024).

The application of blockchain in banking can be started by implementing Triple Entry
Accounting (TEA), a basic development of blockchain technology that can increase transparency,
reduce the risk of fraud, and facilitate the integration of systems of various stakeholders and
technologies such as Cloud Computing, Al, ERP, and supply chain, making it a basic technology for
Industry 4.0 and a strong form of accounting control (Petratos, 2024). This study is supported by
previous studies from (Agustin & Susilowati, 2019; Arwani & Priyadi, 2024; Setianingsih et al., 2024;
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Erari et al., 2024; Petratos, 2024) which stated that Blockchain has a negative effect on fraud risk.
Based on the description above, the following hypothesis can be concluded.
H2: Blockchain negatively impacts fraud risk in the banking industry.

E. Pressure

Pressure in general is a situation where an individual or entity needs to commit fraud due to
a need, a specific target or because of incentives (Fontanella et al., 2020). The relationship with the
triangle of fraud, pressure is one of the factors that drives fraud because pressure is a condition that
is definitely experienced by all workers. In general, pressure can occur due to internal and external
factors, in the banking concept itself it can occur due to internal pressure in the form of financial
targets or human resource pressure, or external pressure in this case includes regulatory pressure,
fairly competitive targets and pressure due to market targets (Oktaviani, 2023).

This study is also supported by previous studies from (Astuti et al., 2022; Indriani et al., 2016;
Flawdia Putri & Yanti, 2020; Suryandari & Pratama, 2021; Rahma & Suryani, 2019; John Tirtawirya &
Riyadi, 2021; Wahidin & Asse, 2020; Fontanella et al., 2020; Marheni & Suryati, 2021)which states
that pressure has a positive effect on the risk of fraud, this can occur either due to internal or external
pressure such as high leverage ratios, financial pressure, work pressure on certain targets, pressure
from family needs to frustration. Based on the description above, the following hypothesis can be
concluded.

H3: Pressure has a positive effect on fraud risk in the banking industry.

F. Opportunity

Opportunity is a condition or an opportunity where an individual or entity knows a gap or
weakness in the system so that they can commit fraud without being detected by anyone including
the company system (Suryandari & Pratama, 2021). The relationship with the triangle of fraud
opportunity has an important role in the occurrence of fraud because every employee involved in all
company activities must understand how the flow or mechanism of the company system can run,
including the advantages and disadvantages or gaps in the system. This usually happens because of
a weak internal control system that makes the flow of all company activities less well controlled,
especially if many individuals take advantage of this situation, it will result in habits that will harm
the company as a whole. This study is also supported by previous studies from (Astuti et al., 2022;
Indriani et al., 2016; Flawdia Putri & Yanti, 2020; Suryandari & Pratama, 2021; Rahma & Suryani,
2019; John Tirtawirya & Riyadi, 2021; Wahidin & Asse, 2020; Fontanella et al., 2020; Marheni &
Suryati, 2021) which states that opportunity has a positive effect on fraud risk, based on the
description above, the following hypothesis can be concluded.
H4: Opportunity has a positive influence on fraud risk in the banking industry.

G. Rationalization

Rationalization is an act of justifying an action that is carried out without regard to the right
and wrong of the action, this is done to satisfy oneself, even though what is done cannot be justified
ethically or morally and violates the law (Flawdia Putri & Yanti, 2020).The relationship between the
triangle of fraud and rationalization plays an important role in encouraging fraud because it is related
to the attitudes, mindsets and habits of employees, so that if this is associated with high work
pressure, the potential for fraud will be even higher, and vice versa, therefore it is important to
ensure that every employee has good ethical standards and codes of ethics at work, this can be
realized by holding training or training on the importance of implementing morals and codes of ethics
at work. This study is also supported by previous studies from (Astuti et al., 2022; Indriani et al., 2016;
Flawdia Putri & Yanti, 2020; Suryandari & Pratama, 2021; Rahma & Suryani, 2019; John Tirtawirya &
Riyadi, 2021; Wahidin & Asse, 2020; Fontanella et al., 2020; Marheni & Suryati, 2021) states that
rationalization has a positive effect on fraud risk. Based on the description above, the following
hypothesis can be concluded.
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H5: Rationalization has a positive effect on the risk of fraud in the banking industry.

RESEARCH METHODS

A. Types of research

The type of research used is survey research with a quantitative approach. Survey research is
research conducted with the aim of obtaining an overview of several aspects of the population
through the samples studied (Maidiana, 2021). The quantitative method is called a positivist method
because it is based on the philosophy of positivism. On the other hand, this method is also called a
scientific method because it has fulfilled scientific principles, including concrete, objective,
measurable, rational and systematic. Therefore, this method is also called discovery because it helps
to discover and develop various types of new knowledge and technology, so this method is called a
guantitative method because the research data is in the form of numbers or numerics and is analyzed
using statistical procedures (Ali et al., 2022).
B. Research Objects and Research Subjects

The object of this research is the analysis of the Internet of Things (IoT) and blockchain in
reducing the risk of fraud in the banking industry, while the subjects of the research are employees
and management of several banks in Purwokerto who have experience or knowledge related to the
application of loT and blockchain technology in preventing fraud.
C. Research Data Collection Techniques

Data Collection Techniques The research was conducted through a questionnaire or survey
distributed to respondents, namely banking employees. This questionnaire contains questions that
are relevant to the object of the study, namely the role of the Internet of Things (IoT) and blockchain
in reducing the risk of fraud in the banking industry, and is designed to measure respondents'
perceptions of factors within the framework of the Fraud Triangle theory and the Technology
Acceptance Model (TAM). A questionnaire is a data collection technique carried out by giving a set
of written questions or statements to respondents to be answered (Sugiyono, 2019)
D. Multiple Regression Analysis

Multiple regression analysis is conducted to determine the relationship of dependent variables
involving more than one independent variable (Sugiyono, 2019). As in this study which aims to
determine the effect of the Internet of Things (loT), Blockchain, Pressure, Opportunity and
Rationalization on Fraud Risk so that the multiple linear regression equation can be written as
follows:

Y =a+blX1+b2X2 + b3X3 + bdX4 + b5x5+...+ bnXn + §

Information:
Y = Fraud Risk
a = Constants
b1 = Regression coefficients for the Internet of Things (loT)
b2 = Regression coefficient for Blockchain
b3 = Regression coefficient for Pressure
b4 = Regression coefficient for Chance
b5 = Regression coefficient for Rationalization
bn = Regression coefficient for Fraud Risk
X1 = Internet of Things (loT)
X2 = Blockchain
X3 = Pressure
X4 = Opportunity
X5 = Rationalization
E. Classical Assumption Test
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1. Heteroscedasticity Test conducted to ensure that the residual variance is constant; the
Glejser method is used, and if the significance is > 0.05 then there is no heteroscedasticity
(Sugiyono, 2019).

2. Multicollinearity Test aims to detect high correlation between independent variables using
VIF, where VIF values < 10 and Tolerance > 0.1 indicate the absence of multicollinearity
(Sugiyono, 2019).

3. Linearity Test used to determine the relationship between variables in the study whether
they are linearly related or not. The test can be said to be linear if the significant deviation
from linearity > 0.05 (Sugiyono, 2019).

F. Coefficient of Determination (R?)

The coefficient of determination (R?) is used to measure how much variation in the
dependent variable can be explained by the independent variables in a regression model, with
values ranging from O to 1. An R? value close to 1 indicates that the model is able to explain most
of the data variability, while a low value indicates that the model's predictive ability for the
dependent variable is still limited (Sugiyono, 2019).

G. FTest

The F test is used to test whether independent variables simultaneously have a significant
effect on the dependent variable in a regression model (Sasmita et al., 2023). This test helps
determine the overall significance of the model, where significant results indicate that at least
one independent variable has an effect on the dependent variable, namely the Internet of Things
(loT).

1. |If the significant value of F<0.05 (a) then HO is rejected and H1 is accepted. This means that
all independent variables have a significant influence on the dependent variable.

2. If the significant value F > 0.05 (a) then HO is accepted and H1 is rejected. This means that
all independent variables do not have a significant effect on the dependent variable.

H. tTest

The t-test is used to measure the influence of each independent variable partially on the
dependent variable, by comparing the calculated t value with the t table or looking at the
significance value (Sugiyono, 2019).

1. |If the calculated t value < t table then HO is rejected. This means that the independent
variable partially affects the dependent variable.

2. If the calculated t value > t table then HO is accepted. This means that the independent
variable partially does not affect the dependent variable.

RESULTS AND DISCUSSION

A. Classical Assumption Test

1. Based on the Glejser method, the results of the heteroscedasticity test show that the
significance value (Sig.) of all independent variables is greater than 0.05. The details are:
Internet of Things (loT) with Sig. 0.449; Blockchain with Sig. 0.091; Pressure with Sig.
0.811; Opportunity with Sig. 0.575; and Rationalization with Sig. 0.655. This indicates
that there is no heteroscedasticity problem in this study.

2. The results of the multicollinearity test show that all independent variables, namely
Internet of Things (1oT), Blockchain, Pressure, Opportunity, and Rationalization, have a
Tolerance value above 0.10 and a Variance Inflation Factor (VIF) value below 10.
Specifically, the Internet of Things (l1oT) has a Tolerance of 0.679 and a VIF of 1.473;
Blockchain has a Tolerance of 0.542 and a VIF of 1.844; Pressure has a Tolerance of 0.977
and a VIF of 1.023; Opportunity has a Tolerance of 0.969 and a VIF of 1.032; and
Rationalization has a Tolerance of 0.525 and a VIF of 1.904. Thus, it can be concluded
that there are no symptoms of multicollinearity in this study.
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The results of the linearity test show that the significance value (Sig.) for all independent
variables is greater than a (0.05). In detail, the Internet of Things (IoT) has a Sig. 0f 0.919;
Blockchain has a Sig. of 0.922; Pressure has a Sig. of 0.951; Opportunity has a Sig. of
0.326; and Rationalization has a Sig. of 0.989. Thus, it can be said that the independent
variables in this study have a linear relationship with the dependent variable Fraud Risk.

B. Multiple Regression Analysis

The research was conducted to analyze the influence of independent variables on

dependent variables. The following are the results of multiple regression analysis in this

study:
No Variables Regression coefficient count ttable
1. | Internet of Things (loT) -1,716 -16,157 1,67
2. Blockchain 0,178 2,29 1,67
3. Pressure 0,045 0,789 1,67
4, Opportunity 0,817 2,344 1,67
5. Rationalization -0,854 -7,438 1,67

D.

Source: Data processed, SPSS 25

Constants =36, 256
Coefficient of determination =0,807
Frount = 55,365

Based on the table above, it can be concluded that the multiple regression analysis equation

Y=36,256 - 1,716 X; + 0,178 X, + 0,045 X5 + 0,817 X, - 0,854 X5
The risk of fraud will be 36,256 if loT, Blockchain, Pressure, Opportunity and
rationalization are O due to the constant of 36,256.
The coefficient of -1.716 can be said that the Internet of Things (loT) variable has a
negative influence on fraud risk and it can also be said that if the Internet of Things (IoT)
increases, the fraud risk will decrease.
The coefficient of 0.178 can be said that the Blockchain variable has a positive influence
on fraud risk and it can also be said that if Blockchain increases, the risk of fraud will
increase.
With a coefficient of 0.045, it can be said that the pressure variable has a positive
influence on the risk of fraud and it can also be said that if pressure increases, the risk
of fraud will increase.
The coefficient of 0.817 can be said that the Opportunity variable has a positive influence
on the risk of fraud and it can also be said that if the Opportunity increases, the risk of
fraud will increase.
The coefficient of -0.854 can be said that the Rationalization variable has a negative
influence on the risk of fraud and it can also be said that if Rationalization increases, the
risk of fraud will decrease.

Coefficient of Determination (R?)

The results of the multiple regression analysis show a determination coefficient

(RA2) of 0.807 and it can be said that 81% of the changes in fraud risk can be explained by
changesin the Internet of Things (loT), Blockchain, Pressure, Opportunity and Rationalization
variables. And 19% can be explained by changes in fraud risk due to variables that were not
studied.

F Test
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Based on the results of multiple regression analysis, this study obtained F_count of
55.365 with F_table 2.368 and significance of 0.000 <0.05. So it can be concluded that the
Internet of Things (loT), Blockchain, Pressure, Opportunity and Rationalization have a
significant influence on turnover intention and it can also be said that the study is said to be
appropriate with the research data (goodness of fit).
t Test
In the multiple regression analysis test of the relationship between the Internet of Things
(loT) variable and the Risk of fraud, there is a t_count result > t_table with a result of -16.157
> 1.670, with a significance level of <a (0.05) which is 0.00 <0.05 and the results of the
F_count test > F_table, it can be concluded that the regression results are good (good of fit).
It can be interpreted that the Internet of Things (loT) has a significant negative effect on the
Risk of fraud, so H_1 the Internet of Things (loT) variable has a negative effect on the Risk of
fraud is accepted.
In the multiple regression analysis test of the relationship between the Blockchain variable
and the Risk of fraud, there is a result of t_count>t_table with a result of 2.290> 1.670, with
a significance level of <a (0.05) which is 0.026 <0.05 and the results of the F_count> F_table
test, it can be concluded that the regression results are good (good of fit). It can be
interpreted that Blockchain has a significant positive effect on the Risk of fraud, so H_2 the
Blockchain variable has a positive effect on the Risk of fraud is accepted.
In the multiple regression analysis test of the relationship between the Pressure variable and
the Risk of fraud, there is a result of t_count > t_table with a result of 0.789 < 1.670, with a
significance level of > a (0.05) which is 0.433 > 0.05 and the results of the F_count < F_table
test, it can be concluded that the regression results are not good. It can be interpreted that
Pressure has a significant positive effect on the Risk of fraud, so that H_3 the Pressure
variable has a positive effect on the Risk of fraud is rejected.
In the multiple regression analysis test of the relationship between the Opportunity variable
and the Risk of fraud, there is a result of t_count > t_table with a result of 2.344 > 1.670,
with a significance level of < a (0.05) which is 0.022 < 0.05 and the results of the F_count
test > F_table, it can be concluded that the regression results are good (good of fit). It can
be interpreted that Opportunity has a significant positive effect on the Risk of fraud, so that
H_4 the Opportunity variable has a positive effect on the Risk of fraud is accepted.
In the multiple regression analysis test of the relationship between the Rationalization
variable and the Risk of fraud, there is a result of t_count > t_table with a result of -7.438 >
1.670, with a significance level of < a (0.05) which is 0.00 < 0.05 and the results of the
F_counttest>F_table, it can be concluded that the regression results are good (good of fit).
It can be interpreted that Rationalization has a significant negative effect on the Risk of fraud,
so that H_5 the Rationalization variable has a negative effect on the Risk of fraud is accepted.

CONCLUSION

A. Conclusion

1.

The Internet of Things (loT) has a negative and very significant impact on the risk of fraud in
the banking industry in Purwokerto, this means that the more reliable (sophisticated) and
massive the implementation of 10T, the lower the level of fraud risk in the banking industry
in Purwokerto.

Blockchain has a positive and significant effect on the risk of fraud in the banking industry in
Purwokerto, this means that the more massive the implementation of Blockchain, the higher
the level of fraud risk in the banking industry in Purwokerto, and vice versa.

Pressure has a positive effect on the risk of fraud in the banking industry in Purwokerto, this
means that the higher the pressure in the work environment, the higher the level of fraud
risk in the banking industry in Purwokerto, and vice versa.
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4. Opportunity has a positive and very significant effect on the risk of fraud in the banking
industry in Purwokerto, this means that the higher the opportunity obtained or known, the
higher the level of fraud risk in the banking industry in Purwokerto, and vice versa.

5. Rationalization has a negative and very significant effect on the risk of fraud in the banking
industry in Purwokerto, this means that the more rational the employee thinks, the lower
the level of fraud risk in the banking industry in Purwokerto.

B. Implications

The banking industry in Purwokerto is advised to continue investing in the development and
implementation of more sophisticated Internet of Things (loT) technology to improve security,
reduce potential fraud, and accelerate threat detection. On the other hand, Blockchain
implementation needs to be carried out more carefully, accompanied by tight control and
mitigation of loopholes that can be exploited by fraudsters. In addition, it is important for banks
to focus on stress management and creating a healthy work environment to reduce the potential
for fraud due to pressure.

Strict internal controls, stronger transaction monitoring policies, and the use of sophisticated
technologies such as automated audit systems are also crucial to minimize fraud opportunities.
Finally, fostering a culture of ethics and integrity among employees through training, a clear
reward/sanction system, and understanding the consequences of fraudulent actions can
significantly reduce the potential for fraud by encouraging rational and ethical thinking.

C. Research Limitations

The limitations of this study include, among others, it was only conducted in the banking
industry in Purwokerto, so that for further research it is expected to expand the scope of the
area and research objects regarding the Internet of Things (loT), Blockchain, Pressure,
Opportunity, Rationalization, and Fraud Risk. In addition, this study also faces limitations because
there are still few articles or journals that specifically discuss the topic of analyzing the influence
of loT and Blockchain in reducing the risk of fraud in the banking industry, especially those that
focus on Blockchain technology.
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